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Approach
	 	 Literature search for binary/source analysis tools
	 	 Cross comparison between tools
	 	 Restrict to static analysis as hardware may be     
  unavailable
	 	 Vectorizing tool output for use in Machine Learning    
  algorithms
	 	 Collect/generate benchmark dataset of C/C++ code
	 	 Conduct experiments with Machine Learning      
  algorithms

Challenges
	 	How useful are current analysis tools for use in     
  machine learning?
	 	Do static analysis features correlate to security     
  vulnerabilities?
	 	How correlated are features between binary and     
  source?

Impact and Benefits
	 	Allows research in binary or source code analysis to    
	 	 be	applied	to	the	other	field
	 	Provide greater understanding of relationship between
  source code and binaries for use in security assessments
	 	Aid security analysts in discovering security vulnerabilities
	 	Further	the	field	of	automatic	vulnerability	assessment
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Problem Statement

  Source and binary code differ in information that security analysts are able to extract. We seek to    
  understand how features of these two representations relate in order to aid analysts in discovering
  potential security threats.

Objectives

  	Provide greater contextual information to software security analysts

  	Allow analysis techniques to be cross compatible between source and binary code

  	Apply Machine Learning techniques to alleviate security analysts’ burden

Motivating Example

  	Finding backdoors, unauthorized access to system, using binaries alone is often a challenging problem  
   given the varying, or unavailability, of architectures. We conjecture that jointly analyzing source code  
   and binaries can provide new perspective to security analysts for this problem.

Results
	 	Tools chosen for deeper analysis

	 	 	Joern [mlsec.org/joern]
   • Easy-to-use, comprehensive program graphs, easily  
    extendable, doesn’t require compilation

	 	 	Cametrics [github.com/dspinellis/cqmetrics]
   • Quick vectorized output of large feature space

	 	 	Oclint [oclint.org]
   • Easily vectorized output, common lint analysis

	 	 	Flawfinder [dwheeler.com/flawfinder]
   • Quick CWE analysis with security level context,    
	 	 	 	 density	information	of	found	flaws

	 	 	angr [angr.io]
   • Popular analysis tool, 3rd place cyber grand
    challenge, extendable framework, aimed at     
    researchers in binary analysis

	 	 	BAP [github.com/BinaryAnalysisPlatform/bap]
   • Mature binary analysis tool, numerous existing    
    analysis tools, variety of supported plugin languages

Source Code Tool Comparisons Binary Tool Comparisons


